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COMPUTER RESOURCES FOR THE OCCUPATIONAL AND ENVIRONMENTAL HEALTH NURSE
by Mary C. Amann, MS, RN, COHN-S O ccupational and environmental health nursing is an information intensive specialty. It is unique in that few other nursing specialties deal with as many health related regulations and environmental issues, maintain client health records for as long, interface with as many other organizations, or are subject to as many corporate and industry influences. The amount of information that must be managed is directly proportional to the expanding role of the nurse in the workplace. Organizations and corporations are becoming more reliant on the nurse to plan and implement programs; assure compliance with local, state, and federal legislation; track employee health status; and manage all aspects of the occupational health service (OHS). Thus, the nurse must rely on refined methods to manage large amounts of complex information.
ABOUT THE AUTHOR:
Ms. Amann is a faculty member, University of Illinois, College of Nursing, Department of Occupational Health Nursing and consultant in occupational health management and information systems, Chicago, IL.
574
Traditional methods of collecting and managing information such as log books, index card files, and written ledgers have proven to be inefficient and time consuming. The biggest drawback to these legacy systems is they merely tracked "activity" and did little to demonstrate the impact of interventions or outcomes of professional decision making. Many dramatic advances have occurred in the development of computer systems. The occupational and environmental health nurse currently has the opportunity to acquire and use technology to support both the practice of nursing and the management of the OHS organization. Four general categories of tools are available to the occupational and environmental health nurse. They include: • Occupational health systems. • Office management programs. • Communication systems. • The Internet.
OCCUPATIONAL HEALTH SYSTEMS
Occupational health systems are programs developed to assist the nurse in managing information related to occupational health or an aspect of occupational health practice. The essential characteristics of "next generation" health information systems are described by the Task Force on Nursing Information Systems of the American Nurses' Association (ANA) as flexibility, connectivity, performance, security. and attention to the human factors of users (Zielstorff, 1993) . When selecting a system to support practice, these broad categories provide an excellent framework for the nurse.
CE ARTICLE
Some occupational and environmental health nurses have the expertise available within their corporations to develop systems tailored to the needs of the OHS and the specific business environment. During the past decade many new programs have been developed and marketed commercially. Fortunately, many of these products have been enhanced by the input of practicing occupational health professionals who serve as subject matter experts. Some of these products are designed to assist the nurse in a specific role, such as case management or environmental monitoring, and others are intended to provide support for more comprehensive programs. The cost and resources required to develop and maintain a system internally must be weighed against the cost of purchasing and customizing a commercial system.
Whether selecting a commercially developed or an internally developed system, the same general steps for selection and implementation may be applied (Amann, 1997) . A team approach provides more perspectives and consideration of the needs of a wider range of users. Team members should include: • The OHS manager. • Occupational and environmental health nursing practitioners and system users. • Representatives from organizations with whom the system interfaces (e.g., Safety, Human Resources, Staffing, Legal, Labor Relations). • A member of the company's or organization's Information Systems department.
Selection Criteria
The first step in identifying the most effective system is to specify requirements that correspond with the activities performed by the nurse and the OHS team. This is often the most time consuming phase because it requires mapping out workflows for each process performed by the nurse and the OHS. In addition to providing the basis for system selection, this exercise helps identify areas in which changes should be made. A typical workflow includes steps in a process, individuals or organizations involved in each step, and the sequence of activities as they are expected to occur (see Figure 1 ). When identifying requirements of a system, it also is helpful to produce a second diagram of the same process, identifying the type of information necessary to implement each step. The information may be forms, notices, records, guidelines, or features of the health information systems used during a nursing function (see Figure 2 ). This type of diagram is useful when describing activities that must be supported by a computerized system as well as expected functionality. DECEMBER 1999, VOL.47, NO. 12 Having identified the desired capability of the health information systems, it is important to seek out programs that match the needs and work patterns of the OHS. The nurse can accomplish this by talking with peers, attending vendor exhibits at conferences, and referring to several texts and lists of currently available OHS software. Developing a "scorecard" or matrix of functions by which to rate each of the products also is helpful (see Figure 3 ). By using a rating tool, the selection team may evaluate the presence and quality of each of the functional areas performed by the software objectively and thoroughly.
Features to consider when selecting an occupationalhealth information system include: • If the nurse is working with existing hardware, selection will be influenced greatly. The Information Systems selection team member can be helpful in determining the capability of the computer equipment on which the program will run. If new hardware is required, it is important to know and understand the specifications necessary to run the program. The nurse needs to ask what the minimum requirements are as opposed to the preferable requirements and what the implications and expected performance levels are for each. If the plan is to install the program on a network so it is available to multiple users, it is necessary to limit the selection to programs that can be implemented in a local or wide area network environment.
Many occupational health information systems are designed to use and share information with other systems. For example, some programs integrate with a centralized personnel database to access employee demographics. The nurse can access this centralized information and use it to automatically populate fields in the record being generated or modified. This eliminates the need for data input of demographic information and ensures consistency with information in centralized databases. Integration also allows the nurse to share information, such as allergies or serious health conditions, with other systems.
The cost of a system varies according to its function, size, sophistication, the technology used, and the support required. While the final cost of a system is negotiated at the time of purchase, most providers offer a range of prices based on preliminary requirements. When budgeting for systems, it is important to include not only the cost of the system but also other expenses related to training, travel, consulting, and additional hardware such as necessary computers and printers. Accessible, timely, and helpful support from the supplier of the program is key to user acceptability and successful implementation. Online technical support for specified periods of time should be included in the initial costs. Many system providers charge a consultation fee for support for a set number of hours. Help functions built into the program should be evaluated for clarity and usefulness. Support also may be provided through hard copy manuals, short cut cards, and other easy reference materials designed to help users learn and enjoy the program. It may be helpful to have a new user assess the applicability, "friendliness," and usefulness of these materials.
CE ARTICLE
The format, content, and appearance of reports, notices, and other printed documents should be assessed. Obviously, these documents represent outputs of professional practice and as such should be precise, clear, and concise. Reports should be reviewed for accuracy and relevancy. If needed changes are identified through this process, they should be made as soon as possible to maximize system use and avoid the continuation of inadequate or inefficient reporting mechanisms.
Screens should be organized in a logical pattern and allow ease of navigation from field to field. Windows applications offer rapid movement as well as the ability to "point and click" and "click and drag" information from field to field. Some providers of commercial programs are able to tailor features to better match the practices of the customer. While this may be very desirable and in some cases essential, customizations may be lost as the software is upgrad- ed or new versions are released by the developer. This is because the changes have been made to the program package used by only one customer and not to the universal program. Additional costs could be incurred by the customer to reimplement changes in the new or updated versions. Sensitive, health related information managed electronically must be safeguarded as stringently as information managed in more traditional ways. Most important in the management of employee health information is the preservation and protection of confidentiality of health records (Barthel, 1998) . Mechanisms to ensure security and integrity of employee health information include: • Multiple levels of passwords.
HIS Restriction
• Automatic locking of a record or file to prevent unauthorized modifications. • Encryption of information when transmitted. • Limited access only by those with an actual "need to know."
• Audit features and paper trails to track access and activity on records. • Strict policies for appropriate access and use of information. • Enforceable consequences for inappropriate access or use of information. • Procedures for safeguarding and recovering information in emergencies. • Use of corporate "firewall," or shell of security, protection. • Virus protection to prevent access to, tampering with, or destruction of records.
Implementation and Maintenance
The implementation phase should be planned using project management techniques to assure minimal disruption, loss of data, and staff "down time." Development of a Gantt chart (see Figure 4 ) provides the framework
CE ARTICLE
Using a scale of 5 (greatest) to 1 (least) estimate the priorityof each item and the ability of each program to perform it.
Function
Priority Program for tasks to be accomplished and time requirements for implementation. Some tips for a smooth transition to a new health information system: • Ask the vendor to appoint a representative who will support implementation and address issues with users. • Appoint a team leader to oversee implementation and act as a liaison to the vendor or internal developers. • Ensure all users have the basic skills needed for success (e.g., mouse use, keyboarding, system initiation). A tutorial may be helpful for new users. • Train a small group of users to be "super users" available to help others during implementation. • If the system is to be used at multiple locations, implement one location at atime.
• Phase in functions (e.g., scheduling, drug testing), rather than implement the entire system at once. • Have users keep a log of their daily progress, error messages, and problems. • Plan regular (e.g., weekly) meetings to debrief with users and the vendor about implementation issues.
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As the new system is implemented, it is important to monitor the progress of the users and effectiveness of the system. It is crucial to track cost savings and improvement in quality as a result of using the new system. Often, positive changes and outcomes take time to observe. Initially, the new health information systems may appear to require as much, if not more, time and effort to operate than former manual methods. However, over time users will become more proficient, processes will become streamlined, and outputs will prove to be useful. These assessments and findings should be analyzed, documented, and distributed to company and department managers and senior management in the form of efficiency or costlbenefit reports.
Maintenance of an occupational health system requires listening to users, reviewing reports, keeping aware of current practices and new regulations in occupational health, and communicating frequently with either the in house developers or the commercial supplier. Vendors often offer user group meetings, facilitate regular updates, and provide continuing feedback on implementation and maintenance issues. Ensuring maintenance contracts include these services is important. Whether the health information system is developed internally or purchased commercially, the team leader should conduct regular evaluation sessions, focus groups, or surveys of users to ensure ongoing needs are met.
OFFICE MANAGEMENT PROGRAMS
A number of separate computer programs or packages of software programs are available to support the nurse in managing the day to day operations of the OHS. These may be vital to business success. Such programs usually include word processing software, presentation software, spreadsheet software, and relational database programs.
Word processing software may be used for the electronic creation, modification, and storage of documents such as letters, policies, reports, forms, manuscripts, and notices. Common documents such as forms, policies, and procedures can be accessed and retrieved easily by many individuals and organizations if they can be placed on a network or Intranet.
Software programs specific to presentation allow the occupational and environmental health nurse to create slides, overhead projector transparencies, graphics, and workflow diagrams. In addition, these programs are useful for generating charts and graphs that convey information in a visual and effective manner. These programs are useful particularly in the development of educational presentations designed for employee use. Additionally, the nurse manager may find it beneficial to use these programs for generating presentations to demonstrate the value of OHSs to senior management.
Spreadsheet and database software are useful in situations in which the nurse has a great deal of data to categorize, manipulate, and sort. These programs often are used to develop such items as budgets, lists of inventory, and staffing schedules. Information or portions of tables from spreadsheet programs often are imported into other documents such as reports or presentations.
Relational database programs (e.g., spreadsheet software) support office management when large amounts of data need to be collected, maintained, and used. However, this type of program has a greater capability to com-bine and compare variables from many fields entered in tables or on forms. This is useful in collecting information about vendors, suppliers, clients, memberships, and program participants. Many nurses find the flexibility in creating reports and queries to be handy and time saving. For example, if the occupational health unit sells its services to different locations or divisions within the company, a relational database can easily track participants, specific services, costs of the services, and delivery locations of the services.
The office support systems described in this article may be used separately or in combination with other programs. For example, letters created using word processing software may be imported in OHS programs and incorporated into employee or supervisory notifications. Charts created in a presentation program may be inserted into a budget created in a spreadsheet or database program. Also, information collected and entered into the tables of a relational database program may be used to generate a report created in a word processing program.
COMMUNICATION SYSTEMS
This category of programs allows for electronic interfaces between and among users. Electronic mail (e-mail) has become a primary mode of communication for many nurses in the workplace. Notices, forms, news, and appointments may be transmitted rapidly to employees and managers using e-mail. E-mail may be sent simultaneously to groups by generating distribution lists of names and e-mail addresses. Documents from other programs may be attached to e-mail messages and sent to the addressees. The nurse may use this feature to distribute a procedure, policy, or form to be completed and returned via e-mail. Conversely, employees and managers may use e-mail to communicate directly with OHS.
E-mail requires a computer, a connection to a telephone line, a modem to dial up the service, and an account with an e-mail service provider. The fee charged by the e-mail provider is usually monthly but also may involve an access charge. Many Internet service providers and Internet browser companies provide free e-mail service. This type of e-mail only requires registration with the provider and, of course, Internet access. Internet e-mail allows the nurse to communicate from any personal computer with anyone who has Internet access.
THE INTERNET
During the past decade, use of the Internet has caused major changes in the provision of health services. Created in 1969, the Internet was developed to support the United DECEMBER 1999.VOL. 47, NO. 12
States defense system and research at several universities. Currently, the Internet has become a worldwide network of networks that provides links between people and computers worldwide. The World Wide Web (WWW) is a "constellation of resources that can be accessed using [protocols such as] Gopher, FTP, HTTP, telnet, USENET, WAIS and other tools" (Internet Literacy Consultants, 1999) .
Hypertext, the language of the WWW, makes it possible for many types of files including text, graphics, and sound to be shared with individual users who have different computer equipment and types of platforms. As a tool for the nurse, the Internet supports: • Accessing information.
• Keeping current on emerging health issues and finding up to date sources for expert information. • Conducting practical research by allowing searches and retrieval of information that supports clinical decision making. • Distributing information.
• Providing training and education to clients and practitioners. • Marketing services to targeted groups. • Providing consultation. • Communicating. • Providing news, alerts, and notices to clients. • Allowing team members to collaborate. • Fostering professional development. • Accessing websites sponsored by professional organizations (e.g., American Association of Occupational Health Nurses, American Board for Occupational Health Nurses, American Public Health Association, American Nurses' Association). • Accessing professional journals with abstracts or full text of articles online. • Acquiring continuing education online from universities or professional organizations. • Being part of newsgroups and mail lists that offer regular updates to subscribers. A vast amount of information is available to the occupational and environmental health nurse on the Internet. It may be accessed in several ways, including: • Typing in the Internet address, or Uniform Resource Locator (URL). The URL comprises three basic parts: (1) The protocol used to access the site (e.g., http://www.cdc.gov); (2) The domain which gives information about where the site resides, the site owner, and type of site or organization that owns the site (e.g., http://www.cdc.gov); and (3) The pathname which is the hierarchical pathway to a specific resource (e.g., text, image, sound) found at the website (e.g., http://www.cdc.gov/travel/cajrica).
• Searching for a site. Web searches are initiated by providing a search engine with the specifications or criteria required by the user. There are many search engines, and they may search different databases. For this reason, the user may get different search results using different search engines. Many websites have search engines embedded in the site. These search engines search databases related to the site and may produce more relative results. For example, using the search engine at the National Library of Medicine (NLM) produces results gained from the databases housed at or connected to the NLM. • Linking to a site from another site. Because Hypertext Markup Language (HTML) is used to create documents and sites on the WWW.itis possible to link from site to site simply by clicking on a highlighted word, banner, button, or graphic. Because the WWW is nonlinear, there is no prescribed order in which the user must proceed from site to site. This allows the user to follow links (i.e., "surfing") until the desired site is reached. • Using bookmarks. A bookmark is a method used to flag and store the URL for a site or WWW resource the user may want to visit again. By clicking on "add a bookmark" when a site is open, the site address is saved in a list. When the user wishes to revisit the site, the bookmark file is opened, and the site is selected and opened quickly and directly. The nurse may organize bookmarks into subject matter or topics to create an electronic resource center.
A number of other more interactive services are available to the occupational and environmental health nurse on the Internet. Online forums, newsgroups, and mail lists are three services of note. Online forums are sessions usually supported by an organization or special interest group that provide an opportunity for interested individuals to gain and share information about a particular topic or subject. Some forums are moderated by a designated person (or people) who screens and organizes the information. Others are unmoderated and rely on participants to use discretion when responding and to categorize responses according to themes. Newsgroups are bulletin board discussion forums where users can give and receive information broadcast to large groups of other users. Mail lists provide an automated system in which subscribers are able to receive messages via e-mail from other members of an interest group. Messages may be sent to one centralized e-mail address and distributed to all other members of the mail list.
A Word of Caution About Health Information on the Internet
Although many Internet websites offer health information, there are very few assurances to consumers the resources they find are credible and accurate (Gagliardi, 582 1998) . No regulations exist to limit health information publishing to professionals nor is there a mechanism in place to evaluate scientific soundness. The nurse seeking information to support practice decisions and for distribution to clients must use discretion and professional judgment. Several health and medicine based awards have been established to help web information seekers ensure the quality of the information they find (Health on the Net Foundation, 1999; Hughes, 1999) . The criteria used differs slightly, but in general includes: • Authors must be identified clearly.
• Authors must be qualified, and credentials must be listed. • Professional references must be listed.
• Site must not focus on sale of products. • A valid e-mail address to request feedback or more information must be available. • A disclaimer emphasizing the information is not a substitute for treatment is required. • Confidentiality must be honored. • The site must appear professional, contain quality graphics, and be easy to navigate. • The site must display updated information.
Intranets
An intranet is a network of people and computers within an organization or system. It sometimes is likened to a smaller version of the Internet. However, one advantage of an intranet is it provides a secure environment within which only members of a group can communicate. Security is afforded by the application of a "firewall" or a shell of security that prevents unauthorized access by nonmembers. A number of common uses for an intranet exist:
• Company documents such as policy and procedure manuals and company forms may be put on an intranet and accessed by all employees. • Internal support functions such as benefits administration, payroll, and savings allow employees to access their individual information or accounts online. • It serves as an internal forum for distributing bulletins, mail, and notices to all employees, replacing hard copies of documents and manual distribution. • It provides links between departments that have websites on the intranet. • It provides a mechanism for delivery of training and education. • Most intranets provide a gateway to the Internet for employees and even links to Internet sites that serve employees (e.g., savings institutions, insurance carriers). The OHS may use the intranet to provide health related information to employees about emerging health issues,
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Computer Resources for the Occupational and Environmental Health Nurse. Amann, M.G. list services, and upcoming acuvities provided by the OHS, or to post forms employees may need (e.g., reporting an accident, work restriction). In addition, the intranet can be used to provide employees with links to Internet sites for personal health references (e.g., American Heart Association; American Cancer Society; American Red Cross; Healthfinder, the U.S. government site for consumer health). It also may serve as a venue for collaboration between team members from different departments or disciplines when working on a common document or project. If the OHS does not already have a presence on the company intranet, the occupational health nurse may want to develop a business case describing potential uses and benefits of establishing a site for employee health.
SUMMARY
The role of the occupational and environmental health nurse is evolving in response to changes in the environment, the marketplace, and customer requirements. Greater expectations require the nurse to refine methods of not only completing work but also managing the information necessary to complete the work. Occupational health nurses must take advantage of advances in technology that will assist in the management of information critical to informed decision making and efficient professional practice. Ultimately, effective information management is a skill using business tools to demonstrate the value of occupational health to consumers, peers, clients, and employers. AAOHN Journal 1999; 47(12) :574·583.
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IN SUMMARY
Occupational and environmental health nurses are responsible for the management of large amounts of very complex information, ranging from individual employee health records to reports that insure corporate compliance.
There are four primary tools available to the occupational health nurse to facilitate efficient management and use of health information-occupational health information systems, office support programs, communication systems, and the Internet and intranets.
Selection and implementation of an integrated health information system requires the involvement of any organization that uses data processed by the system, A project management approach to implementation and maintenance of a system insures adherence to time lines and attention to details.
The internet provides access to a vast amount of information useful to both the occupational health professional and the employee.
Intranets are internal systems that may facilitate distribution of health information to employees, maintenance of current health related policies, and more efficient reporting procedures.
CE MODULE
Information Management: Computer Resources for the Occupational and Environmental Health Nurse
This issue of the AAOHN JOURNAL contains a Continuing Education Module on "Information Management: Computer Resources for the Occupational and Environmental Health Nurse." 1.1 contact hour of continuing education credit will be awarded by AAOHN upon successful completion of the pastiest and evaluation.
A certificate will be awarded and the scored test will be returned when the folloWing requirements are met by the participant: 1) The completed answer sheet is received at AAOHN on or before November 30, 2000; (2) A score of 70% is achieved by the participant;
(3) The answer sheet is accompanied by a $10 processing fee. Allow up to 4 weeks for processing. Expect up to 6 weeks for delivery of the certificate.
Upon completion of this lesson, the occupational health nurse will be able to:
1. Describe the characteristics, selection, and implementation of occupational health information systems.
2. Compare and contrast the uses of various software packages for office management.
3. Discuss the uses of the Internet and intranet as communication programs for the occupational health service.
AAOHN is accredited as a provider of continuing education in nursing by the American Nurses Credentlaling Center's Commission on Accreditation. Alabama provider number ABNP0063. California provtder number CEP9283. Louisiana provider number LSBN3.
Contact hour credits received for successful completion of the posttest and evaluation may be used for rellcensure, certification, or re-certification.
Directions: Circle the letter of the best
answer on the answer sheet provided. (Note: you may submit a photocopy for processing.)
